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What could go 
wrong?

Confidentiality Problem: 

Intermediate gateways can read messages

Integrity Problem: 

Part of messages could get dropped or 
modified

Authenticity Problem: 

Can impersonate as Donald Duck and send 
messages on his behalf
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Encryption

• Analogy: put a lock on your 
envelope 

• Only the receiver has access to 
the corresponding key

• Prevent anyone without key to 
open your envelope

• Solve Confidentiality Problem

• No one except the receiver can 
read your message 



Message Hash

• A compressed version of a message

• Think of a hash to be a zip file of the 
message

• Sender: send message and hash

• Receiver: only accept message if hash 
= HASH(message)

• Guarantee that message is received 
entirely

• Solve Integrity Problem

• If your message is modified during 
transmission, the receiver will notice 
this



Digital Certificate
• Solve Authenticity 

Problem

• Attach a certificate 
along with a message

• Certify that message is 
created by you

• No one can claim to be 
you!



Preventing 
Confidentiality, 
Integrity, and 
Authenticity 
Problems

Encryption + Hash + Digital Certificate 

• = HTTPS

• HTTPS websites = secure websites

• No one can read/modify your messages or impersonate 
you in HTTPS websites

• HTTP website = non-secure website



Task: 10-
minute

How can you tell whether a 
website is HTTPS or HTTP?

How do you check whether a 
website certificate is valid?

Give examples of HTTP websites



What you 
should NOT 
do when 
using HTTP
websites

• Provide sensitive/confidential information

• National ID, bank account number, 
passwords, etc.

Why?

• Trust everything as if it comes from that website

Why?

• (In fact, don’t trust everything from the internet)

• My suggestion: avoid using HTTP websites



Phishing Website

• Look like or the same as legit websites

• Aim to steal sensitive information, e.g., 
username/passwords, national ID, 
social security number

• Trick you to download malware/virus

• Caused by: mistyping URL, clicking 
links from email/social media, etc.



Preventing 
Phishing 
Websites

Check website URL 
(every character): 

www.facebook.com

vs 

www.faceb00k.com

Check certificate and whom it is 
issued to

If possible, use multi-factor 
authentication (MFA)

http://www.facebook.com/
http://www.faceb00k.com/


Email Scams



Recognize and Prevent Email 
Scams

• Always check the sender email address

• Use search engine to confirm authenticity

• Email address can be spoofed easily

• Always double check URL links

• Be suspicious of “too-good-to-be-true” email

• Especially about money



Password
Rule#1: Don’t tell anyone your password!



What are passwords?

• Secret codes used to access 
devices/services/applications

• Email, phone, social media

• Something you know

• Only persons with the correct 
password can have access

• Consist of: numbers, 
upper/lowercase letters and 
symbols



Why need strong 
passwords?



Techniques for cracking passwords

• Shoulder surfing attacks
• Look over your shoulder when you input passwords

• Prevent: Make sure no one is watching when you input passwords

• Brute-force attacks
• 4-digit PIN: 0001, 0002, 0003, 0004, 0005, …, 9999

• Prevent: Make it long, use a wide range of characters

• Dictionary attacks
• People tend to use dictionary words when creating password
• Dictionary words: cat, dog, people, password, eat, etc.

• Prevent: avoid using only 1 or 2 words in your password



How long 
does it take 

to crack your 
passwords?



Most Commonly Used Passwords



Characteristics of 
strong passwords

• Minimum length: 10

• Both uppercase and 
lowercase characters

• At least one number 
and one symbol



Never reuse passwords
(even though they are secure passwords)

Case Study:

1. Hacker gets a victim’s username and password (due to password leakage from a webprovider)

2. He uses the same password to log in victim’s email and Facebook accounts

3. He looks at the victim’s email and realizes that the victim stays at a specific hotel for a vacation

4. Using this information, hacker gives the victim a smartphone and tricks him to insert his SIM card to the 
smartphone

5. Using the SIM card, hacker controls victim’s banking application (that requires SMS authentication) and transfer all 
his money to hacker’s bank account

6. Also, hacker logs in to victim’s Facebook account asking more money from victim’s friends

Damage: victim lost 400,000 baht

https://hilight.kapook.com/view/202574

https://hilight.kapook.com/view/202574


Password Rules

• Don’t use weak passwords (e.g., your public info, dictionary word, only 
numbers)

• Don’t reuse passwords

• Don’t write down passwords

• Also don’t tell anyone your passwords ☺



Activity: Kahoot



Password Rules

• Don’t use weak passwords (e.g., your public info, 
dictionary word, only numbers)

• Don’t reuse passwords

• Don’t write down passwords

• Also don’t tell anyone your passwords ☺

• Best password: random password like "Gx`p5<W&2Jfn9^`

How do you expect to remember all your passwords?



Password Manager

• No need to memorize multiple 
passwords, only memorize one 
master password!

• Automatically provide a strong 
password when you:
• Create a password for a new 

website
• Login to a website

• Work for all websites

• Only need to remember master 
password
• Master password must be very 

strong



Demo: Lastpass



Task: 10-
minute

Give examples of password 
manager that also works on 
your mobile phone

What are disadvantages of 
using password manager?



Disadvantage of Password Manager

• Trust your password manager

• If it is malicious or compromised, all your passwords will be leaked

• Make sure your master password is strong and not reused



Passwords are bad

• Even if you have the best password and protect it well …

• … this password may be leaked from the website.



Passwords 
are bad

• Is there a better way to strengthen security 
of your email/application account if we don’t 
use passwords?

• We will talk about this on Thursday!



Malware



What is 
malware?

• Malicious Software

• Ransomeware

• Spyware

• Worms

• Keyloggers

• Bots

• Etc.



Defense against Malware

Do not install 
suspicious or pirated 
software/applications

01
Always have firewall 
and anti-virus 
software enabled

02
Scan virus (in anti-
virus software) 
regularly

03
Always keep software 
and operating systems 
up-to-date

04



Q/A
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Passwords are bad. One way to strengthen security of 
your email/application account is to use “multi-factor 
authentication” (MFA)

Each person answers one of the following question:

• Describe and explain 3 “authentication factors” and give 
a real-world example of each authentication factor

• Give an advantage of each authentication factor

• Give a disadvantage of each authentication factor

• Explain why MFA is more secure than just using a 
password

• Find a mobile application that requires using MFA to 
login and list step-by-step how you use MFA to login that 
application

• Explain why using SMS messages as an authentication 
factor is considered a bad idea.



Group Presentation

• Online research a real-life case study of security or privacy issues on the 
internet

• Make PPT presentation with the following suggested topics:
• Detailed story: what happened in that case study?
• Problem: What is a source of the problem?
• Solution: How would it have been mitigated?

• Present it next Thursday: 5-10 minutes

• Example: Garmin hack, Twitter Bitcoin Scam, Dyn Attack, Equifax Breach, 
Sina Weibo Breach

https://www.wired.com/story/garmin-ransomware-hack-warning/
https://www.theverge.com/2020/7/30/21348974/twitter-spear-phishing-attack-bitcoin-scam
https://www.forbes.com/sites/davelewis/2017/10/23/the-ddos-attack-against-dyn-one-year-later/#1698a4ee1ae9
https://www.csoonline.com/article/3444488/equifax-data-breach-faq-what-happened-who-was-affected-what-was-the-impact.html
https://latesthackingnews.com/2020/03/24/sina-weibo-suffered-data-breach-exposing-538-million-records-now-on-sale/#:~:text=Sina%20Weibo%20Suffered%20Data%20Breach%20Exposing%20538%20Million%20Records%20Now%20On%20Sale&text=Chinese%20microblogging%20giant%20Sina%20Weibo,sale%20on%20the%20dark%20web.

