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Final Exam

• I’ll allow final exam to be taken online if some of you cannot come 
back to the school by the final week



Why is data privacy important?

• Right now, in the era of big data and machine learning

• Every company wants YOUR data to make profits

• Data privacy – how a piece of data should be handled, for example:

• Sharing your personal health data to a hospital but not to the public

• Sharing your credit card information to an online shopping website but not to a video 
streaming website

• Importance: when private data gets in the wrong hands, bad things can happen

• Bad person can blackmail you using your personal health data

• Hacker can spend your money if he has your credit card information



Has this ever 
occurred to 

you?

I was hungry, so I wanted 
to order food from 
McDonald’s but I changed 
my mind.

Right after, a McDonald’s 
advertisement is shown on 
my Facebook’s account. 
Coincidence?



Or this?

I was looking for a fitness 
gym in Phuket on my 
phone. 

Right after, a certain 
fitness’ advertisement is 
shown on my Facebook’s 
account. Can’t be a 
coincidence!



Or:

• Watch a video of your favorite Youtube channel

• A similar type of videos is shown as an ad on 
your social media

• Reading on a news website

• The same website is shown as a recommended 
website on your search engine

• Physically visiting a shopping mall

• The same shopping mall is shown on your social 
media



How do websites know 
our behaviors?



Web Tracking

• Your behaviors are shared across websites 
via cookies

• Browsing activities, mouse clicking, 
keypress, GPS data etc.

• They could also share or sell your behaviors 
to other parties, such as government or 
other websites

• Not safe for your secret behaviors

• E.g., having two Twitter accounts: one 
for personal account, the other 
anonymous account used for criticizing 
your company/government. 

• Possible to reveal your anonymous account



You can choose to 
accept or deny the use 

of Internet cookies



Ideally, you should read Cookie Policy to understand 
what data is stored on a cookie before accepting it







Cookie in Search Engine Share your search behaviors to third-party 
websites for advertising



Be real! We are lazy and 
never going to read the 

cookie policy



Prevent Web 
Tracking

Never accept cookies?

Private search engine

Tracker blocker



Tracker 
Blocker

Block cookies that track users’ 
behaviors

Example: Privacy Badger, 
Ghostery

https://privacybadger.org/
https://www.ghostery.com/


Task: 10-minute

Find some 
examples of 

private search 
engines

How can you clear 
all cookies stored 
on your browser?



What about 
incognito/private 
browsing modes?



Difference

Current 
Incognito/Private 
Browsing Mode

Tracker Blocker

Prevent storing browsing 
history on computer

Yes No

Prevent website tracking Depends (usually No) Yes



Incognito/private browsing 
modes

• Useful when accessing a public computer

• People accessing the same computer after me will not 
know what websites I accessed



Recommendation:

Start with 
incognito/private 
browsing

Whenever logging in is 
necessary, use tracker 
blocker + incognito

VPN (Make sure who you 
are trying to hide cannot 
control VPN providers)

The Onion Routing



Mobile Privacy



Mobile 
Environments • Application-based rather than website-based

• When installing or first launching a mobile 
app, it asks for permission.

• Do you just always allow those permissions?



Personally 
Identifiable 
Information 

(PII)
(Credit: Symantic)



Why do we need 
to protect PII?

• Prevent identity theft

• Pretend to be you and can cause 
damage, e.g.,

• Withdraw money from your 
bank account

• Ask for money from your 
friends on social media



Risky Permissions

• Permissions where the app requests 
data or resources that involve the 
user’s private information



What to do for apps asking risky permissions?

• Apps asking for risk permissions != malicious apps

• Ask the following questions:



Kahoot.it



Privacy in IoT & Big Data



Current & Future 
Technology

You may have the following now or soon:

• Smart doorbell: track not only visitors but 
your comings and goings

• Smart fridge: have cameras inside that can 
take pictures of the inside

• Fitness watch: track your location, steps, 
heartbeat, sleep patterns and even diet

These devices collect and SHARE YOUR DATA 
with third-party applications

Potentially, I (or someone else) can pay to 
learn all your personal/habit information

OR

What happens if this data is leaked?
https://abovethelaw.com/2019/11/wh

y-iot-big-data-is-a-bigger-deal-for-
privacy-than-you-think/

https://abovethelaw.com/2019/11/why-iot-big-data-is-a-bigger-deal-for-privacy-than-you-think/


Protection: 
Law Side

• EU GDPR (2018): new set of rules designed 
to give EU citizens more control over their 
personal data

• Company collecting data must protect 
it from misuse and exploitation

• California’s CCPA (expected 2020)

https://www.zdnet.com/article/gdpr-an-executive-guide-to-what-you-need-to-know/
https://www.caprivacy.org/


Protection: 
Technology Side

• Very hard (they don’t use cookies)

• Companies should ensure that 
when they collect data, the 
collection process must be privacy-
preserving

• Collect data without learning 
user’s PII



Food for thoughts

• IoT + Big Data

• How do you know that these devices 
(or even your smartphone) do not spy 
on you?

• How can you really be sure about 
that?



Q/A



Quiz 2 will be 
available 
after today’s 
class

• On LMS: https://lms2.psu.ac.th/

• Due September 16th 9am Thailand time

• 5 questions; 5% of your overall grade



Final Project Presentation

• Last week of class: 12 mins + 3 (Q&A) mins

• 10 points total

• Understanding: 5pts

• Presentation skills: 2pts

• Questions and Answers: 3pts

• 4 teams will present on Tuesday, September 22nd

• The rest will present on Thursday in the same week



Team Slot Presentation (based on # of people 
in each team)

Tuesday 22nd

• ZBC

• Information Age

• Flowers

• Hope Star

Thursday 24th

• Boom

• Storm

• Return of the king

• ABC



Group Presentation

• Online research a real-life case study of security or privacy issues on 
the internet

• Make PPT presentation with the following topics:
• Detailed story: what happened in that case study?

• Problem: What is a source of the problem?
• Solution: How would it have been mitigated?


